WF288 Beacon Gateway Application Note
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1. WF288 Gateway

1.1. Overview

The WF288 Gateway (WF288-MG) is a compact, multi-function gateway that combines Wi-Fi Mesh
networking, BLE tag reading, and MQTT cloud connectivity in a single product. It functions as a Wi-Fi Mesh
gateway and WAN bridge while also serving as a BLE150-TAG reader, with alternative software installed,

collecting BLE tag data and forwarding it to cloud applications through Ethernet or Wi-Fi using the MQTT
protocol.

2. Product Introduction

21. Layout

Power Link State

e Power: When powered on, this indicator light will light up.
e Link: When the system is fully started, this indicator light will light up.

e State: Indicates Wi-Fi Mesh network connection status.
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Reset

e Reset: Reset button.
e Power: Power input.
e LAN: Ethernet socket.

2.2. Key Features

e Supports IPV6

e 802.11 a/b/g/n, dual band

e Mesh networking with WF88
e Supports Mesh Gateway

e WPAS security enabled

e Supports MQTT

e Supports TCP

e DC5V/1A Input

2.3. Cable Connections

A USB to Type-C data cable provides the voltage input connection. Insert the Type-C connector of the data
cable into the Type-C power interface of WF288 BLE Reader, and the other end into the DC5V/1A adapter.
The “Power” indicator light of WF288 BLE Reader is on. Insert the Ethernet cable into the LAN interface of
WF288 BLE Reader, and the other end into devices such as switches or routers. The yellow and green

indicator lights on the Ethernet socket of WF288 BLE Reader indicate the network status.

3. Parameter Setup
3.1. COM Port

Plug the USB to Type-C data cable into the computer's USB interface. The Ethernet cable does not need to
be plugged in. In the Windows operating system, under Control Panel -> Administrative Tools -> Computer
Management -> Device Manager -> Ports (COM and LPT), find the “Silicon Labs CP210x USB to UART
Bridge (COMx) “ device.
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3.2. Run configuration tool software

Run “WF88-ConfigureToolPro-Vx.x.x.exe” configuration tool software, as shown below:

¥4 WF88-ConfigureTool-V1.8.0

g
il

Serial Port Setting Parameter Setting

Open Status Receive Status =
!‘J Mesh Set| &5 MOTT Set| = TelnetSet| 1) Fesst | / Ping | E GetVer + Update [ Cloze
4 Serial Part

Configuration tool software main window

3.2.1. Port Setup

click the "Serial Port" button, and a serial port settings dialog box will pop up, as shown below:
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¥ WFEE-ConfigureTool-V1.8.0 = || & | 2R

Setup

Settings
Port
Baud rate
[ ata bits
Stop bitz

Parity

Flaw cantral | Mone :l'
QK | Cancel |

Senal Port Setting Parameter Setting

Open Status Receive Status

&) Mesh Set| L MOTT Set| ) TelnetSet| £} Rezet | # Ping | 9 Getver ¥ Update j"|_Elose
% Connect &) Serial Part

Serial port settings dialog box

In the serial port settings dialog box, Select the corresponding COMx port from the Port dropdown list box,
where the COMx port number is consistent with the serial port number recognized in the Device Manager
above. Then, click the “OK” button.

3.2.2. Connect

In the main window, click the “Connect” button to open the serial port.
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%4 \WFB8-ConfigureTool-V1.8.0 | B ]

t found
—gl_ 1:~]#%

Senial Part Setting Parameter Setting

Open Status ->C O3 Receive Status B
- \J teszh Set| L MOTT Set| L) TelnetSet| 1) Resat | / Ping | Q Get Wer + Update J]. Cloze
& Serial Part

Open the serial port

4. Wifi network parameter setup

MQTT over a wifi network, mesh or directly to STA.

4.1. Station(connect to AP) Settings

Click the “Mesh Set” button to open the Mesh Set dialog box:
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¥ WF88-ConfigureTool-V1.8.0 o || B[ &
g
ing

g ¥ Mesh Set @

Node Type: |Static:n (Connect to AP i ] LoadModule: | gt

4

Mesh Mame: |evanmesh1 11

Password: |1 2345675

5510 of 4P: [ART_WFES

§ PD for 58ID: [12345678

SsiD: |5G_r0b

PSK: |123456?B

Band: |2.4G Country: |India - Channet |11
DHCP: [v IP Wersion: |IFW48IFWE

1P 4 IPVE

Addiess. | 192 .168 . 31 . 98 Address; |fdD0:6868:6868::98
Metmask: | 255 . 255 .255 . O Submet Prefiz |64

Gateway | 192 .168 . 31 . 1 Gatewsy: |{d00:6868:6868::1

Senal Port Setting Parameter Setting
@Dpen Status >COM3I @ Receive Status

- ﬁ] Mesh Setl % MATT Set| é TeInetSet| 13 Resst | /F'ing | E Get Wer | ¥+ Update | fLCIose |
A Digconnect &) Serial Fort

Set dialog box
Typical settings are:
¢ Node Type: must select “Station(Connect to AP)”,
e LoadModule: must select “mqtt”
e SSID: “AP with Internet access”
e PSK: “The correct password for AP”
e DHCP: need to be selected

After completion, click the "Save" button to save the settings. The "Successfully saved" dialog box will pop

up, as shown below:
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4 WFa8-ConfigureTool-V1.8.0 = || =) £

23

Node Type: |Stafion (Connectto AP} +| LoadModule: |t -

tesh Mame:; |evanmesh111

Pagsword: |1 2345678

551D of AP; [ART_WFa8

PWD for 551D |1 2345678

35ID: |5':3—"DtI |WF88—Conﬂgure...@
Psk: 12345678

Successfully saved.

Band: |2.4G Channel: |11

DHCP: v

P4
Address: | 192 .168 . 31 . Addiess: |fdl]l]:BBEB:EBEB::QB

Metmagk: | 255 . 2556 . 265 . Subret Prefiv: |64

Gatewsy: | 192 .168 . 31 . Gateway: [fd00:6868:6868::1

| M

Serial Port Setting Parameter Setting

@ Open Status->COM3 @ Receive Status = -
L MeshSetl 4 MATT Set| = TelnetSet| 1} Fesst | # Ping | 9 Getwer | + Update | Jf], Close |

4 Dizconnect &) Serial Part

In the "Successfully saved" dialog box, click “OK” button, complete parameter settings.
Note: In the main window, click the “Reset” button to restart WF288 BLE Reader for the settings to take

effect.

4.2. Station(Connect to Mesh) Settings

Click the “Mesh Set” button to open the Mesh Set dialog box:
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¥4 WFB8-ConfigureTool-V1.8.0 o || =] R
ft: 0

ooon 4£f474943544543480000.-70. £da506 24fhlafcfchebl?h

u % Mesh Set
I
Mode Type: | Station (Connectto bdesh) - LoadModule:  [rmicitt

Mesh Name: [Evanmesh11]

Pazaword: |1 2345678

1d AT ©

ved

551D of AP: |ART_WFBE

PwD for SSID: |12345678

55ID: |5G_rob

PeK: [12345678

Band;|2.4G ﬂ Country: | India - Chanriel: |'|'|
DHCF: [+ IP Version: |IPV4&IFYE -

1Py P&
Address: [192 -168 . 31 . 98 Address: |fdl]l]:BBBB:BBBB::93

Metrask: | 255 .265 2556 . 0 Subnet Prefiz: |64

Gateway: i 192 .168 . 31 . 1 Gateway: |fdl]l]EBBBEBBB1

Senial Part Setting y Save | | Close |

@ Open Status ->COM3 @ Feceive Status

\] Mesh Setl L MOTT Set| = TeInetSet| £} Reset | # Ping | @ Get'er | + Update | j"LCIose |
4 Digconnect &) Serial Port

Set dialog box

Typical settings are:

¢ Node Type: must select “Station(Connect to Mesh)”,

e LoadModule: must select “mqtt”

e Mesh Name: Mesh Name with Internet access

e Password: The correct password for mesh

e Band: mesh band

e Channel: mesh channel

e Address: correct IP

e Gateway: correct IP

After completion, click the "Save" button to save the settings. The "Successfully saved" dialog box will pop

up,
In the "Successfully saved" dialog box, click “OK” button, complete parameter settings.
Note: In the main window, click the “Reset” button to restart WF288 BLE Reader for the settings to take

effect
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5.

MQTT parameter setup

Click the “MQTT Set” button to open the MQTT Set dialog box:

¥ WFEs-ConfigureTool-V1.2.0 = || B3| R
Pattern = :
_ ¥ MQTT Set (=25
P |1 15200 j Pratocol | j

Serveilp: |44.232.241.40

RemaotePartMum: |1 843 U serM ame: |

Pazzword: | Keepdlivelntersal: |2|:|

Qo5: v| | BLEReaderntemat |10 Clientid: |TO0:80:E1:9E:90:CC

SubTopic;
PubT apic: |sniN1IHTDDIDHZFI'DIJ:BD:E:9E:9D:CCfsu:an

Certificates

Client Certificates File: |

Cient Private Key File: |

CoFile: |
OpenCert...
Openkey...
OpenCh,..

Senal Port Setting Parameter Setting

@ Open Status -» TIOR3 @ Receive Status

- !} Mesh Set| & MOTT Seq L) TelnetSet| 4} Feset | / Fing | E Get Ver + Update | j'chlose |
4 Digconnect &) Serial Port

Set dialog box
Typical settings are:
e ServerlP: Your local server IP, we tested with public server
o RemotePortNum: correct port of server
e UserName: correct name requested by the server, if no, does not need to fill
e PassWord: correct Password requested by the server, if no, does not need to fill
e BLEReaderinterval: MQTT data transmission interval, between 10s and 3600s

e PubTopic: set “PubTopic” according to the format shown in the figure.

After completion, click the "Save" button to save the settings. The "Successfully saved" dialog box will pop

up.
In the "Successfully saved" dialog box, click “OK” button, complete parameter settings.

Note: In the main window, click the “Reset” button to restart WF288 BLE Reader for the settings to take

effect
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6. Data transmission to a MQTT server in STA or Mesh mode

The following figure shows Data transmission to a MQTT server in STA or Mesh mode

@ MQTThe- 17.1 o e . | |-V ==
File Extras  Help
Disconnect o0
X 3 h your user ID
Publish Scripts  Broker Status  Log
sni/v1/HTDD/D1/2/ TOO:B0:E1:9E:9D:CC/scan
i/v1/HTDD/DA/2/TO0:80£1.9E9D:CC/ scan 1
sni/v1/HTDD/D1/2/T0080E19E9D-CClsan (@l | ™
Qos0 - -
Dupbesses ke 288 local uart
e Nt | s/t /HTDD/D1/2/TO0:80:£1.9E-9D:CC/scan 2
Qoso
sni/v1/HTDD/DA/2/TO0:80:£1:9E-9D-CC/scan 3
QoS0
Sni/v1/HTDD./D1/2/TO0:80:£1:9E:9D:CC/scan 4
Qoso
sni/v1/HTDD/DA/2/TO0:80:£1:9E-9D-CC/scan 5
Qoso
Sni/v1/HTDD./D1/2/TO0:80:£1:9E:9D:CC/scan s
Qoso
sni/v1/HTDD/DA/2/TOD:80:£1:9E-9D-CC/scan 7
Topics Collector (0) san
Qos0
sni/v1/HTDD/D1/2/T00:80:E1:9E:9D:CC/scan
Z Serial Port Setting Parameter Seting
—_— — @ Open Status >COM3 @ Receive Status _
V1.0,T00:80:E1:9E:9D: CC, 86,20260624083217 ,3, fda50693a4e24 fblafcFc6eb07647827 - 3 MeshSel|[4 MarT se 3 renet sa| 1 Reset | # Ping | 9 Getver | & Updale | Il Close |
64, 00001803604CA F4740L35LA54 3480000, -65, FUA50603aLe L fblafCFr6eOT647826, 67 2 Disconnect £ Seral Pon

7. Transmitting data through TCP in AP mode
7.1. AP mode settings

Click the “Mesh Set” button to open the Mesh Set dialog box

Maode Tupe: |Gate (Connectto Mesh) = LoadModule:  ftcp

Mesh Mame: |evanmesh111

Pagsward; |1 2345678

551D of AP |ART _WFag

PWD for 5510; | 12345676

55ID: |EG_rDb

Psk: [12345678

Band: |£.4G - Country: |India - Channel: |11
DHCP: [# IPYersion: |IPY4&IFYE -

P4 IPVE
Address: | 192 .168 . 31 . 98 Address: |fdl]l]:BBBB:EBEB::QB

Metmask: | 2565 . 255 . 266 . 0 Subret Prefi: (64

Gateway| | 192 .168 . 31 . 1 Gateway: |fd00:6868:6868::1

Serial Port Setting Parameter Setting
Open Status -> Ok Receive Status

- \:.J Mesh Setl &L MaTT Set| = TeInetSet‘ 1) Feset ‘ # Fing ‘ E GetVer ‘ + Update j-'LEIDSE
¢ Disconnect 4P Serial Port
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Set dialog box
Typical settings are:
¢ Node Type: Gate (Connect to mesh)
e LoadModule: tcp
e SSID of AP: default ART_WF88_XXXX
e PWD for SSID: default 12345678

e |PV4: set the corresponding IP address of ethO to ensure that Ethernet can access the Internet normally.

After completion, click the "Save" button to save the settings. The "Successfully saved" dialog box will pop
up.

In the "Successfully saved" dialog box, click “OK” button, complete parameter settings.

Note: In the main window, click the “Reset” button to restart WF288 BLE Reader for the settings to take
effect.

7.2. TCP parameter setup

Click the “Telnet Set” button to open the Set dialog box:

WF88-ConfigureToaol-V1.8. (=]
Q“”FEBC gureTool-V1.8.0 = || &

7827 7 06 4=24fblaf
0 ring buff
410 f : 00, -64, fda

LARTO BaudRiate: 1115200 =

As a client, connect bo remote server configuratiorn

actd m BLEReaderdnterval 10
ServerlP; |1 92.168.137.188] RemotePortum; |10000

A a zerver, parameter configuration

ListenProtocol: | TCFE-LISTEMN - LocalPorthum: [20000

@ Save ‘ j-'|_ Cloge

Serial Part Setting Pararneter Setting
Open Statuz ->COM3 Receive Status

LY MeshSet‘ s MOTT Set| ) TeInetSeEl 1) Reset ‘ ¢ PFing | 9 Getver | & Update | [f] Close
% Disconnect & Serial Port
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Connect the WF288 BLE Reader(AP Mode) using a PC or phone,Use TCP client connects to the WF288

server.

WF288 default IP 192.168.10.10, Their default TCP server listening port is 20000.

The following figure shows a remote client connecting to a TCP server in AP mode.

, 192 165, 1. 250:20000
, 192 165, 1. 260:20000(1)
, 192 165, 1. 250:20000(2)
i 192, 168, 1,250:20000(3)
+/ 192, 165, 10, 10:20000
+/° 192. 168, 10. 10:20000(1)
i 192, 168, 10.10:20000(2)
i 192, 168, 10.10:20000(3)
o £e80: :280: o1 ££: £653: 333£:20000
E1-#® Server
Localhost: 10000 (TCP)
Losalhost: 10000 (VDP)
[¢
s

Localhost: 10000 (TCP_IPv6)

0000

Localhost: 10000 (VDP_IPv6)

Host Setting
Remote HOST(TP/Wame)  Port

152 168 10. 0

Losal /Met Segnent

pooo
Tratocal Type BsdUrgent
3 Ho -

T-Link D%A-160 Xtreme N Dual B

Disoonneot

&, TcPawDe
Operation  Setting  View Language Help
X * & IX% @ —
[ |2 192.168.1.250:20000 |1} 192.168.1.250:20000(1) |1} 192.168.1.250:200002) | fy 192.168.1.250:20000(3) Il:i)mznsa.m.m:zmm |8 192.168.10.10:20000(1) |1} 192.168.10.10:200002) | s x
Receive
Hex Clear || Copy Hide [ Frane 00, 00:02:17
V1.0, T00:80:E1:63:33:3E, 7, £b 58, 5, £d. £ 7, 66 "
V1.0, T00:80:E1:63:33: 3E, 8, £b 7. =66, £ £b -9, 56
V1.0, T00:80:E1:63:33:3E, &, 7, =66, £d: -8, i
V1.0, T00: 80:E1:63:33: 3E, 10, =74, 57, £4 £b 7,63
00 B3:33:3E, 11, 7,62, -6z
00 53:33:3E, 12, =61, 7,58, 65
V1.0, T00: 80:E1:63:33: 3E, 13, 7,62, 62, -7
V1.0, T00:80:E1:63:33: 3E, 14, 7,68, 58, 64
V1.0, T00 53:33:3E, 15, 7, 66, 66, 69
7,64, 58, £4. 65
8, £d 7, —66, £4. 61
61, 58, £4. 7,67
7, £d 7,68, £4, 65
7,67, £d 6L, 57
2, £d 7,67, £4. 58
59, f£d. 7, -84, £4 63
63, 59, £4. 7,65
58, 57, £d 7,66
7, =66, £d 60, 56
62
65, 59, £d. £h 7,58
7, 62, £d 56,
63, 59, £d. £h 7,63
7, 64, 58,
7,61, —#5, 55
3, 58
7, =65, £d. 58,
), =73, 57, £4. £b 7, 66
V1.0, TO0:80:F1:63:33: 38, 35, 7, 68, 58, £d. £b it
‘ ~
Send
Kox [l Auto Send Tnterval [ |ns | Send Clear
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