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1. WF288 LoRaNetGateway
1.1. Overview

WF288 LoRaNetGateway is a LoRa gateway product. This product enables users to remotely control LoRa

through the network.

1.2. Product Introduction

1.2.1. Layout
lLORA lVW-Fi
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e LoRa: LoRa antenna SMA interface.

e Wi-Fi: Wi-Fi antenna SMA interface.

Reset Update Debug WAN/LAN

a >

e Reset: Press and hold for 1 second to reset the system; Press and hold for 10 seconds to restore factory

settings.
e Update: System firmware update interface.
e Debug: System debugging, parameter setting interface.
e WAN: Ethernet socket.
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e LAN: Ethernet socket.
Power supply: Both the Update and Debug interfaces can serve as power supply interfaces.

1.2.2. Key Features
e Supports IPV4/IPV6
e 802.11 a/b/g/n, dual band
e Support STA mode connection to AP
e Supports WAN and LAN ports
e WPAS security enabled
e Support TCP client connection
e Support MQTT connection
e DC5V/2A Input

1.3. Antenna Installation

Install the LoRa and Wi-Fi antennas separately onto the SMA interface of WF288 LoRaNetGateway.

1.4. Power Connection

A USB to Type-C data cable provides the voltage input connection. Insert the Type-C connector of the data
cable into the Type-C “Update/Debug” interface of WF288 LoRaNetGateway, and the other end into the
DC5V/2A adapter. The red indicator light of WF288 LoRaNetGateway is on. After the system startup is

complete, the blue indicator light will light up.

1.5. Ethernet network
A network may be established through Ethernet interface to achieve remote control of LoRa.

1.5.1. Network topology diagram
As shown in the network topology diagram in Figure 2-5-1-1. If MQTT Broker supports IPV6, the entire
network can be configured using IPV6. If MQTT Broker only supports IPV4, the entire network can be
configured using IPV4. In this network, Gate needs to be in the same network segment as the router.

® | oRaNetGateway loads “MQTT” functionality:
It is necessary to ensure that PC and Gate can access the MQTT Broker normally. Since the MQTT Broker
in the figure is on the Internet, the PC and Gate need to be able to access the Internet normally. Use the
"ping 8.8.8.8" command to test on the PC and Gate to confirm whether the Internet can be accessed
normally.

® | oRaNetGateway loads “TCP” functionality:

PC can access Gate, and router may need to NAT the port that Gate listens.
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Xiaomi router

PC LoRaNetGateway
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IPVE:
LAN: WAN fd00:6868:6868::61/64
_GW: 1PV4: : IPV6_GW:
— ve e adrese "
WAN:Ethernet
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[PV4:
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PORT:
1883
User:
Password:

Figure 2-5-1-1. Network topology diagram

1.5.2. Configure the parameters of Gate for MQTT
Use the WF88 configuration tool to configure the parameters of Gate for MQTT.
(1) Start the WF88 configuration tool, as shown in Figure 2-5-2-1.
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% WF88-ConfigureTool-V1.7.8

Serial Port Setting
COpen Status Receive Status

Comnect @ Seril Por

Parameter Setting

&) eshSet | 4 MOTT Set

& Telnet Set

13 Feset

¢ Fing

9 Getver

b

+ Update

j='|_ Close

Figure 2-5-2-1. WF88 configuration

tool

(2) Clicking the "Serial Port" button will bring up the "Setup" dialog box. Select the serial port number of the PC

connected to the Gate “Debug” port from the "Port" drop-down list in the dialog box, and click the "OK"

button. As shown in Figure 2-5-2-2.
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W WF88-ConfigureTool-v1.7.8

Setup

Settings

-
Eaud rate 115200 :l'

Diata bits

Stop bits

Farity Mone :l'
Flow contral | NOe :lv

Serial Part Setting Parameter Setting

@ Open Status @ Feceive Status
& Mesh Set | & MATT Sel| & TelnetSet| €3 Reset # Fing 9 Getver 4+ Update 1 Close
# Connect | & Serial PDHI

Figure 2-5-2-2. The serial port configuration

(3) Click the "Connect" button to open the serial port, as shown in Figure 2-5-2-3.

W% WF88-ConfigureTool-V1.7.8

Serial Port Setting Pararmeter Setting

Open Status @ Receive Status
8 MeshSet | 4 MOTT Set| 5B TelnetSet| 43 Reset # Ping

==

? Getwer + Update

j-'L Close

Figure 2-5-2-3. Open the serial port
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(4) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Ethernet" from

the "Connection mode" drop-down list. Select "mqtt" from the "LoadModule" drop-down list. Select the

corresponding IP version based on the user's network support in the "IP Version" drop-down list, and enter

the IP address in the corresponding IP version below. Finally, click the "Save" button. As shown in Figure 2-
5-2-4 and Figure 2-5-2-5.

W WFg8-Config

Serial Port Setting

% Disconnect &) SernalFPor

ureTool-V1.7.8

¥ WF288LoRaNetGateway Set

j Loadtaodule: Imqt‘t - |

SSID Name: [AC3600

Passward: |12345678

Country: |INdia IFPVersion: DHCP: [

1P ANAALAN

IPYE_SWANAYLAN

Addrass: | 192 . 168 . 3

. bl |fd00:6868:6868::88

Netmask: | 255 . 255 .

0 64

Gateway: | 192 . 168 .

|fd00:6868:6868::1

IPw4_LAN

IPWE_LAN

| 192 . 160 .

|fd00:1 234:1234:1

| 295 . 2595 .

1547

DHCF Server

[192.168.8.2

OpenvFN
TimeZone

~ | ¢

192.168.8.264 8888

|(-6:00) CST Central

1.1.1.2

] Open Status -

i'L Cloge

Figure 2-5-2-4. WF288 LoRaNetGateway Set configuration
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Connection mode: |E’rherneT j Loadiodule: |mgtt A

SSID Name: [AC3600 Passward: |12345578

Country: |Indi2 IPversion: |IPW4 - DHCP: [

1P A ANMYLAN IPYE_SWWANMYLAN
Addess: | 192 . 168 . 31 . 61 [fd00:6868.6868::83

Metrmask: | 255 . 255 . .0 64

Getewsy: | 192 . 168 . 31 . 1 [fd00:6868:6868::1
WFBB—Conﬁgure...@

1P a_LAMN {
| 192 . 160 .

Successfully saved.

| 255 . 255 .

DHCF Server

|192.168_8.2 192.168.8.2b4 8888

OpenyPN

TimeZone

| e |(-6:00) CST Central

Serial Port Setting

@ Open Status -=|

ﬂ Close
s Disconnect &) Serial Port

Figure 2-5-2-5. Successfully saved

(5) Click the "MQTT Set" button to bring up the "MQTT Set" dialog box. Select "TCP" from the "Protocol" drop-
down list. Enter the IP address "44.232.241.40" of MQTT Broker in the "ServerlP" editing box. Enter the port
"1883" of MQTT Broker in the "RemotePortNum" editing box. Other options can be set to default values.
Finally, click the "Save" button. As shown in Figure 2-5-2-6.
"UARTO BaudRate" represents the communication rate of the UART interface of LoRa. User does not need
to modify it, keep it as default.
The port number of MQTT Broker corresponds to Protocol (tcp/ssl), which means that when using "TCP"
protocol, there is a corresponding port number; when using "SSL" protocol, it will correspond to another port
number.
"UserName" and "PassWord" indicate that MQTT Broker requires a username and password to establish a
connection.
"SubTopic" represents topic the client subscriptions to, with a default value of "SToC"; "PubTopic" represents
topic the client publishes to, with the default value being "CToS"; "KeepAlivelnterval" refers to the time
interval in seconds during which MQTT client sends keep alive messages to MQTT Broker; "QoS" refers to
quality of service, with a default value of "0"; "Clientld" represents the ID of the MQTT client.
"OpenCert" and "OpenKey" indicate that MQTT Broker requires a client certificate and client private key to

establish a connection.
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"OpenCA" indicates that a CA certificate is required to verify MQTT Broker when establishing a connection.
The five options of "UserName", "PassWord", "OpenCert", "OpenKey", and "OpenCA" need to be filled in
according to the protocol and access requirements of MQTT Broker. If necessary, they should be filled in

according to the requirements. Otherwise, they can be left blank by default.

W Wrg8-ConfigureTool-V1.7.8 ERRE RS

¥ MQTT Set

y UARTD BaudRate: | 115200 Frotocol: ||‘rcp

ServerlP: ||44.232.24] _40|
RermotePartNum: |1883 UserMarme: |

FassWword: | SubTopic |STOC

FubTopic: |CT08 KeepAlivelntersal: |20

nS: |O Clientld |T00:80:E1 Eb:D8IC

Certificates

Client Certificates File |

Cient Private Key File: |

CAFile: |

OpenCert...

Openkey...

OpenCA...

Serial Port Setting Parameter Setting
@ Open Status ->C0M 16 @ Receive Status

& Mesh Set || & MATT SetI B TelnetSet| 43 Reset ‘ # Fing ‘ 2 Getver ‘ + Update I Close
# Disconnect & Serial Font

Figure 2-5-2-6. MQTT Set configuration
(6) Click the "Reset" button to restart, as shown in Figure 2-5-2-7.

www.ampedrftech.com

9


http://www.ampedrftech.com/

Serial Por Setting Farameter Setting

Open Status -=COM 16 @ Receive Status
& Mesh Seti| 4 MOTT Set| B TelnetSet | 13 Reset | # Fing ¢ Getwer 4+ Update

# Disconnect &£ Serial Port

Figure 2-5-2-7. Reset
(7) After the system restarts, note a prompt message "Device Setup complete." indicating that the MQTT

connection has been successfully established, as shown in Figure 2-5-2-8.
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[WSC_AD4.09.0082 V3.2.3 Aug 14 2024 13:24:42]. -

82. api: 1D&0.

- version=Hardw FIPD=-V1IP1-VZPD, Software:

Senial Port Setiing Parameter Setting

@ Open Status -=CI0OM1 G @ Fecsive Stetus

& Mesh Set | 4 MOTT Set| B Telnet Set 13 Reset I f Fing ? Getver + Updaie j-'|_l"ln=.a

Disconnect &£ Senel Port

Figure 2-5-2-8. MQTT connection has been successfully established

(8) Clicking the "Ping" button will bring up the "Ping Test" dialog box. Enter the IP address to be tested in the
"PinglP" editing. First, test whether the communication with router is normal, input "192.168.31.1" for testing.
As shown in Figure 2-5-2-9, ping test router indicates if Gate can access it normally.
If MQTT Broker accepts the ping command, it can directly ping its IP address. If the MQTT Broker does not

accept the ping command and is still on the Internet, ping the 8.8.8.8 IP address.As shown in Figure 2-5-2-
10, ping test indicates if Gate can access the network normally.
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Serial Part Setting Farameter Satting
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Figure 2-5-2-9. Ping test router
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PinglP: |8 888 |

Serial Fort Setting Farameter Sefiing

i Open Status ->C0M 16 @ Receive Status

& Mesh Set | 4 MOTT Set| 3 TelnetSet| 49 Resat 2 Getver 4+ Updata
Disconnect £ Sernal Paort

j-'|_C|JCE!

Figure 2-5-2-10. Ping test
(9) The setting of Gate is completed.

1.5.3. Configuration and usage of MQTT PC tool

Use the mqttfx-1.7.1-windows-x64.exe as the client. Use the "broker.emqx.io" website. This is a

convenient test site. Note that this test site does not support Username & Password for login authorization.

(1) Running MQTT.fx will bring up its main interface, and clicking on the blue gear icon will bring up the "Edit

Connection Profile" dialog box, as shown in Figure 2-5-3-1.
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& MQTT.fx-1.7.1
File Extras Help

B 21681751885

- W Disconnect

m Subscribe Scripts Broker Status Log

[’ Edit Connection Profiles
122.185.118.250-India
123.176.46.22
192.168.1.76-1883-username_password
192.168.1.76-1885
2001:250:1800:1::76-1883
M2M Eclipse
broker.emqx.io-1883
broker.emqx.io-8883
broker.emqx.io-8883-CA file
local mosquitto
test.mosquitto.org
test.mosquitto.org---encrypted, client certific|
test.mosquitto.org---encrypted, unauthentical
test.ranye-iot.net
test.ranye-iot.net-8883

+ -

Profile Name | 192.168.1.76-1885
Profile Type  MQTT Broker v

MQTT Broker Profile Settings

Broker Address | 192.168.1.76
Broker Port | 1885
ClientID | 192.168.1.76_1885_Client

[EEEED user Credentials  SSL/TLS Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10
MQTT Version v/ Use Default

Clear Publish History

Clear Subscription Hist...

= =]

N MQATE

Generate

Cancel

Figure 2-5-3-1. Edit Connection Profile
(2) In the "Edit Connection Profiles" dialog box, click the blue plus sign ("+") icon in the bottom right corner to

create a new profile. Enter the name of the configuration file in the "Profile Name" edit box. Enter the MQTT

Broker domain name "broker.emgx.io" in the "Broker Address" edit box. The default "Broker Port" is 1883.

Clicking the "Generate" button will generate a Client ID. Select the "Auto Reconnect" checkbox. Finally, click

the "OK" button to complete the configuration. As shown in Figure 2-5-3-2.
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[® | Edit Connection Profiles o || E
(@]
122.185.118.250-India
123.176.46.22 Profile Name | broker.emgx.io-1883Profile
192.168.1.76-1883-username_password Profile Type  MQTT Broker  ~ i\\m

192.168.1.76-1885

2001:250:1800:1::76-1883 MQTT Broker Profile Settings

M2M Eclipse Broker Address
New Profile Broker Port | 1883
broker.emgx.io-1883
ClientID | 8487aeffb12d425bafccéb?b599d44e0 -
broker.emgx.io-8883
broker.emqx.io-8883-CA file @ User Credentials SSL/TLS Proxy LWT

local mosquitto
test.mosquitto.org Connection Timeout | 30

test.mosquitto.org---encrypted, client certific|
Keep Alive Interval | 60

Clean Session v/

Auto Reconnect

Max Inflight | 10
MQTT Version v Use Default

test.mosquitto.org---encrypted, unauthentica
test.ranye-iot.net
test.ranye-iot.net-8883

E -— Revert Apply

Figure 2-5-3-2. Create a new profile

(3) Click the "Connect" button to successfully establish a connection with MQTT Broker, and a green circle will

appear in the upper right corner of the window. As shown in Figure 2-5-3-3.

& MQTT.fx-1.7.1 [ @] =]
G Extras  Help
E I:l Disconnect i’@

m Subscribe Scripts  Broker Status Log

o . @D .. Q. Retiined v

Figure 2-5-3-3. Connect to MQTT Broker

(4) To subscribe to data from Gate, click on the "Subscribe" tab, then enter "T00:80:E1:7E:C4:31/CToS" in the
edit box below, and click the "Subscribe" button. As shown in Figure 2-5-3-4.
Format for: T + MAC address/Topic, for which T is fixed to character, the MAC address is Gate own MAC.
Topic is defined in the "PubTopic" of the "MQTT Set" dialog box.
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& MQTT.fx-1.7.1
ZIW Extras Help

‘ Disconnect
Publish Scripts Broker Status Log

| T00:80:E1:7E:C4:31/CTos | v

T00:80:F1:7E:C4:31/CToS L 0 ]

Dump Messages  Mute

Figure 2-5-3-4. Subscribe to data from Gate

(5) Publish data to Gate, click on the "Publish" tab, then enter "T00:80:E1:7E:C4:31/SToC" in the editing box
below, then input “at+ab config” and “enter” as the content to be sent. That is to say, any AT command sent
to LoRa needs to end with a carriage return. Finally, click the "Publish" button. It can receive the
corresponding content from the LoRa. As shown in Figure 2-5-3-5.
Format for: T + MAC address/Topic, for which T is fixed to character, the MAC address is Gate own MAC.
Topic is defined in the "SubTopic" of the "MQTT Set" dialog box.

& MQTT.fx-1.7.1
ZIW Extras Help

Y
. Disconnect

[Publish1 Subscribe Scripts Broker Status Log

» | T00:80:E1:7E:C4:31/5ToC v W

at+ab Conﬁg*"’ Press Enter at the end

Figure 2-5-3-5. Publish data to Gate
(6) Note the Gate's response information in the subscribe. As shown in Figure 2-5-3-6.
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@ MQIT.f-171

B8 ecss vep

& Disconnect
Publish Scripts Broker Status Log

T00:80:E1:7E:C4:31/CToS

TOO0:80:£1:7E:C4:31/CToS &) || 700:80:E1:7E:C4:31/CToS

Dump Messages  Mute (IS

TO0:80:E1:7E:C4:31/CToS

18-09-2025 18:22:03.66123340

System Configuration Settings - Version 4.1
var01 BuildVersion
var02 DeviceName
var@3 MeshName
var64 MeshKey
var05 AuthType

2508288

ART 0000
Asmp'ed LoRa!
12345678

]

115200

none

Topics Collector (0) Scan

var@6 UartBaudrate
var@7 UartParity
vare8 UartDataBits
var@9 UartStopBits
var10 UartFlowControl
varil UartTimeout
vari2 CpuMHz

varls MeshRelay

var15 MeshProxy

var16 MeshFriend
var17 MeshLPN

vari8 ProvisionStatus
var19 LoraTxPower
var20 LoraChannel
var21 LoraCADInterval

Payload decoded by Plain Text Decoder

Figure 2-5-3-6. Receive Gate's response information

1.5.4. Configure the parameters of Gate for tcp
Use the WF88 configuration tool to configure the parameters of Gate for TCP. The use of WF88 configuration
tool is similar to what was described earlier. Please refer to the section "2.5.2 Configure the parameters of
Gate for MQTT".

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Ethernet" from
the "Connection mode" drop-down list. Select "TCP" from the "LoadModule" drop-down list. Select the
corresponding IP version based on the user's network support in the "IP Version" drop-down list, and enter
the IP address in the corresponding IP version below. Finally, click the "Save" button. As shown in Figure 2-
5-4-1.
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W& WF88-ConfigureTool-V1.7.8 =

V4 WF288LoRaNetGateway Set

non Canne:tionmode:"EThel’neT | j LoadMadule; [[top -

SSID Name: |ACE600 Passward: |1 2345675

Country: |India IPversion: ||IPv4 - DHCP: [

1P AN AL AR IPE_ AR AYLARN
Address: || 192 . 168 . 31 . 61 |{d00 6863686888

Metragk: | 255 . 2585 . .0 64

Geteway: | 192 . 168 . 31 . 1 [fd00:6868:6868::1

IPY4_LAMN

| 192 . 168 . 8 . [fd00:1234:1234::1

| 255 . 255 . 255 . 64
| S |

DHCF Server

‘192.168_8_2 192.168.8.264 8888

OpenvPM

TimeZone

(e |(-6.00) CST Central

1.1.1.2

Serial Port Setting
@ Open Status —|

: e ‘ I Close
# Disconnect & SenalFort

Figure 2-5-4-1. WF288 LoRaNetGateway Set configuration
(2) Click the "Telnet Set" button to bring up the "Telnet Set" dialog box. Enter the listening port "20000" of TCP in
the "LocalPortNum" editing box. Finally, click the "Save" button. As shown in Figure 2-5-4-2.
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¥ \Wras-ConfigureTool-V1.7.8
00.b115200.b230400.

l.enable flow control. FlowControl = 0.d

contrel.

JARTO BaudRate: | 116200 -

Az aclient connect to remote server conf guratian

Pratacal |1u|.|5 -

SeneilP: |?001 260:1800:1::188 RemotePorhum: |10000

As a server. parameler configuration

ListenProtocal: | TCFG-LISTEN =] LocaiPamhurm

Sanal Por Setling Paramater Safling

@ Open States ->=C0OM16 @ Receive Stalus

j-'l_CI:ﬁc

& MeshSet | 4 MQTT Ec—1|| M Telnet Serl 1} Beset  Fing ? Getver + Update
# Disconnect &) Serial Port

Figure 2-5-4-2. Telnet Set configuration
(3) Click the "Reset" button to restart.

(4) After the system restarts, we will see a prompt message "LocalPortNum:xxx" indicating that the Gate has
started the TCP service and is listening on port xxx, as shown in Figure 2-5-4-3.
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Senal Fort Sefting Farameter Seting

% Mesh Set | % MOTT Set| B TenetSet|| € Resst ¢ Ping

2 Open Status -=C0OM 16 ® Recoive Status

Disconnect 4 Senal Port

409, build: B2, api:

10:05

E Getar

+ Updats

j—'|_ Closa

Figure 2-5-4-3. TCP service and is listening on port xxx

(5) The setting of Gate is completed.

1.5.5. Configuration and usage of tcp PC tool
Use the TCPUDP.exe as the client for tcp test.
(1) Running TCPUDP.exe will bring up its main interface, as shown in Figure 2-5-5-1.
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‘ Operation Setting View Language Help
AN DD @9 =% X% @

Host Setting
Remote HOST(IP/Name) Port

Local/Net Segment I:‘Port
[p-o0.o I |

Protocol Type BsdUrgent

Intel E] Ethernet Connection W

Figure 2-5-5-1. TCP&UDP main interface
(2) Right click on "Client" in the "Connection" window to bring up a shortcut menu, as shown in Figure 2-5-5-2.
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‘ Operation Setting View Language Help
(AN DEH@® x%IXX%®

Create Client

Create Server

Start Server
Stop Server
Delete Server
Connect
Disconnect
Disconnect All

i é SEHO

Delete Client
Delete All

B O
Host Setting
Remote HOST(IP/Name) Port

Local/Net Segment I:‘ Port
|0.0.0.0 ‘ ‘ |

X
3

Protocal Type BedUrgzent

Intel (R) Ethernet Comnection w

Figure 2-5-5-2. Shortcut menu

(3) In the shortcut menu, select the "Create Client" option, and a "New Connection" dialog box will pop up. Select
"TCP" from the "Protocol Type" drop-down list. Enter the IP address "192.168.31.61" of Gate in the "Remote
Host" editing box. Enter the port "20000" of listening in the "Remote Port" editing box, as shown in Figure 2-
5-5-3.
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&, TCcPaUDP
. Operation Setting View Language Help

o | 3] =]
ATl CRFrea comion 1%

L Server

Protoceol Tjrpe EBsdlUrgent No

Remote Host ||192.168.31.61 | |

Remote Port 20000 | Loacl Port [0

| p—
" Create " | Cannel | Host Setting
Remote HOST(IP/Name) Port

Local/Net Segment DPort
|0.0.0.0 | | |

Frotocol Type BedUrgent

[Tntel (®) Bthernet Comnection |

Figure 2-5-5-3. New Connection dialog box
(4) Click the “Create” button to create a new connection. Select the network card on the PC side for the

connection, as shown in Figure 2-5-5-4.
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& TCP&UDP = Bl
Operation Setting View Language Help
CXNEBED@& 9 «%IX% D
_/9192.168.31.61:20000 | - Comnection ¥ Xx
Receive [=-m= Client
) 192. 188, 31, 61:20000
Hex | Clear || Copy | | Hide | [7] Frame Time: =M Server
[] Save to file | || Browse || Reset
a
en Property  Ax
[JHex [ sute Send Interval | |ms | Send | | Pause || Stop || Clear || Host Setting
[ Repeat 0 Times | Send File | | | | Erowse |11;ZT_RID;8%3??:E(IWNME) |P|200r0tDD |
- Local/Net Segment I:‘Port
|0.0.0.0 | | |
Protocol Type Bzdlrgent
TCE - Fo -
[[o-Lizi DHa-180 ftreme W Iual 1 ¥ ||
Send OB Instant OB/S Average OB/S Reveice 0B Instant

Figure 2-5-5-4. Create a new connection

(5) Clicking the “Connect” button will initiate a TCP connection to Gate. After a successful connection, click the

“Hex” checkbox to deselect it, as shown in Figure 2-5-5-5.
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i TCPRUDP =N ECE =™
Operation  Setting View Language Help
e @l xKIX%X D
% 192.168.31.61:20000 | - X
Receive
| Clear || Copy | | Hide | [] Frane 00.00:00:11
[] Save to file | || Erowse || Reset

. Property B X

[1Hex [ &ute Send Interwval | |ms | Send || Fause | | Stop || Clear || Host Setting
al s g Remote HOST(IP/N. } Port
["] Repeat 0 | Times | Send File || || Erowse |lgzm1058831 B 2 ||200r000 |
- Local/Net Segment Port
|0.0.0.0 ||2sso4 |
Protocol Type BzdUrgent
[D—Link DHA-160 Xtreme § Dual ] v]
Send OB Instant OB/S Average OB/S Reveice 0B Instant

Figure 2-5-5-5. Initiate a TCP connection to Gate
(6) In the sending area, we input “at+ab config” and “enter” as the content to be sent. That is to say, any AT
command sent to LoRa needs to end with a carriage return. Finally, click the "Send" button. In the receiving

area, we can receive the corresponding content from the LoRa, as shown in Figure 2-5-5-6.
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L TcpauDP E=NEol =5
Operation  Setting View Language Help
o x & IXX% QD
_©192.168.31.61:20000 | ~x Commection ~  AXx
Receive [} Client
© o leqg” 192188 31.61:20000
Hex Clear || Copy Hide [] Frane 00. 00:02:52 “ Server
Save to file | Erowse Reset
var5% EnableEncryption = true -
var60 WIDEnable = true
vartl LoraMsgNax = 200
var62 TermChar =126
varf3 EscSeq = "#35°%
varfd BypassMode = false
varbh BypassDST = 0000
vart6 BypassTimeout =15 =
e Property  *x
Hex fute Send Interval I:Ims Send Clear _ Host Setting
- Remote HOST (IP/N: Port
Repeat 0 | Times Send File | | Erowse |lgzl_nlosse_31_51( =t ||200r000 |
at+abh config Press Enter at the end - Local/Net Segment
|0.0.0.0 ||26504 |
Protocol Type BzdlUrgent
TCE Ha -
[D-Link DHA-160 Xtreme N Dual ] v]
Disconne
Send 14B Instant OB/S Average 1750B/S Reveice 2250B Instant

Figure 2-5-5-6. Receive the corresponding content

1.6. Build a network through Wi-Fi
Build a network through Wi-Fi interface to achieve remote control of LoRa.

1.6.1. Network topology diagram
As shown in the network topology diagram in Figure 2-6-1-1. If MQTT Broker supports IPV6, the entire
network can be configured using IPV6. If MQTT Broker only supports IPV4, the entire network can be
configured using IPV4. In this network, Gate can obtain an IP address from the router through DHCP, or
manually enter the IP address, in which case it needs to be in the same network segment as the router.

® | oRaNetGateway loads “MQTT” functionality:
It is necessary to ensure that PC and Gate can access MQTT Broker normally. Since the MQTT Broker in
the figure is on the Internet, the PC and Gate need to be able to access the Internet. Use the "ping 8.8.8.8"
command to test on the PC and Gate to confirm whether the Internet can be accessed normally.

® | oRaNetGateway loads “TCP” functionality:

PC can access Gate, and router may need to NAT the port that Gate listens.
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IPV4: PC LoRaNetGateway
LAN:Ethernet | 1pPVa:
IPV4_GW: connection cable ammys, ¥
a - P i IPV4_GW:
IPV6: =] 1663
fd00:6868:6868::188/64 IPV6:
IPV6_GW: LAN: WAN: fd00:6868:6868:61/64
IPV4: IPV6_GW:
WAN:Ethernet
connection cable
MQTT Broker
IPVA4:;
Internet
PORT:
1883
User:
Password:

Figure 2-6-1-1. Network topology diagram

1.6.2. Configure the parameters of Gate for MQTT
Use the WF88 configuration tool to configure the parameters of Gate for MQTT. The use of WF88
configuration tool is similar to what was described earlier. Please refer to the section "2.5.2 Configure the
parameters of Gate for MQTT". (skipping some steps)

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Wi-Fi" from the
"Connection mode" drop-down list. Select "MQTT" from the "LoadModule" drop-down list. Enter the SSID
and password of the AP we want to connect to in the "SSID Name" and "Password" editing boxes
respectively, and select the "DHCP" checkbox. To manually enter the IP address, select the corresponding IP
version based on the user's network support in the "IP Version" drop-down list, and enter the IP address in

the corresponding IP version below. Finally, click the "Save" button, as shown in Figure 2-6-2-1.
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W& WF88-ConfigureTool-V1.7.8 o || B8R

¥4 WF288LoRaNetGateway Set

Wei-Fi j Loadiodule: [mgtt -
52D Mame:|[AC3600 Password: |123456T8 |
Country: |India j IPWersion: | P4 v | |DHCPZ - |

1P A _WWANANYLAN IPYE_WYANAWLAN
Addess: || 192 . 168 . 31 . 61 [fd00:6868:6868::88

Metrriask: | 255 . 255 . .0 64

Gatewsy | 192 . 168 . 31 . 1 [fd00-6868.6868 -1

P _LAN
| 192 . 168 . . [fd00:1284:1234.1

| 255 . 255 . 255 . 64
| S |

DHCF Server

|192_168_8_2 192.168.8.2b4 5888

OpenyFN

TimeZone

e |(-6:00) CST Central

Serial Port Setting

] Open Status -x|

# Disconnect & Sernal Fort

Figure 2-6-2-1. WF288 LoRaNetGateway Set configuration

(2) Typically, using the default parameters. If the parameter settings are changed, restart the Gate.

i'l_ Close

(3) After the system restarts, note a prompt message similar to "Connection to 88:¢3:97:ce:b0:¢c5 completed" and
"Sending select for 192.168.31.61", indicating that the Gate has been successfully established a connection
with the AP and obtained an IP address.

Note a prompt message "Device Setup complete." indicating that the MQTT connection has been

successfully established, as shown in Figure 2-6-2-2.
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W WFas-ConfigureTool-V1.7.8 — |

Tryir authent

Senal Port Sefling Farameier Setting

a3 Open Status -=C0M 16 @ Receive Status

N Mesh Set | 9 MOTT Set| 3 Telnet Sat { 1) Reset /7 Fing ¥ Geter + Update j'|_ Close

Disconnect &) Senal Port

Figure 2-6-2-2. Establish MQTT through Wi-Fi interface

(4) Test whether the network communication is normal. Clicking the "Ping" button will bring up the "Ping Test"
dialog box. Enter the IP address to be tested in the "PingIP" editing. First, test whether the communication
with router is normal, input "192.168.31.1" for testing. As shown in Figure 2-6-2-3, ping test router indicates if
Gate can access it normally.
If MQTT Broker accepts the ping command, it can directly ping its IP address. If the MQTT Broker does not
accept the ping command and is still on the Internet, directly ping the 8.8.8.8 IP address. As shown in Figure

2-6-2-4, ping test indicates if Gate can access the network normally.
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Figure 2-6-2-3. Ping test router
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38-ConfigureTool-V1.7.8

§ T Ping Test

FinglF: |8 8838 |
1 ping =
1itte e M. Close

Serial Part Setting Parametar Sefting

& Open Status ->COM16 @ Receive Status

& iesh Set | 4 MOTT Set| 3 Telnet Set 1 Resat 2 GetWer + Update j-'l_ Close
Discannect & Serial Port

Figure 2-6-2-4. Ping test
(5) The setting of Gate is completed.

1.6.3. Configuration and usage of MQTT PC tool
Please refer to the section "2.5.3. Configuration and usage of MQTT PC tool" for the settings and usage of

this section.

1.6.4. Configure the parameters of Gate for TCP
Use the WF88 configuration tool to configure the parameters of Gate for TCP. The use of WF88 configuration
tool is similar to what was described earlier. Please refer to the section "2.5.2 Configure the parameters of
Gate for MQTT".

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Wi-Fi" from the
"Connection mode" drop-down list. Select "TCP" from the "LoadModule" drop-down list. Enter the SSID and
password of the AP we want to connect to in the "SSID" and "PSK" editing boxes respectively, and select the
"DHCP" checkbox. If manually entering the IP address, select the corresponding IP version based on the
user's network support in the "IP Version" drop-down list, and enter the IP address in the corresponding IP

version below. Finally, click the "Save" button, as shown in Figure 2-6-4-1.
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j Connection mode{|\Wi-Fi j Loadiodule: ||tcp -
SSID Name:| [AC3600 Password: ||1 2345678 |

Country: |India IPVersion:|||W4 j |DHCF’Z [ |
1P W ANANLAN IPAE A LARN
Address: 192 . 168 . . |fd0026868268682288

MNetmask: 255 . 2585 . . 64

Gateway 192 . 168 . . |fd00:6868:6868::1

IPY4_LAN IPWE_LAMN
| 192 .168 . 8 . [fd00:1234:1234:11

| 255 . 285 . 285 . 64

OHCF Sernver

|192,168,8,2 192.168.8.254 8888

OpenvFMN

TimeZone

e |(-6:00) CST Central

1.1.1.2

Senal Port Setting

@ Open Status -

j'L Close
# Disconnect &) Senal Fort

Figure 2-6-4-1. WF288 LoRaNetGateway Set configuration

(2) Using the default parameters typically. After the parameter settings are completed, we will restart the Gate if

settings are changed.

(3) After the system restarts, note a prompt message similar to "Connection to 88:¢3:97:ce:b0:¢c5 completed" and
"Sending select for 192.168.31.61", indicating that the Gate has been successfully established a connection
with the AP and obtained an IP address.
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(4) Test whether the network communication is normal. Clicking the "Ping" button will bring up the "Ping Test"
dialog box. Enter the IP address to be tested in the "PingIP" editing. First, test whether the communication
with router is normal, input "192.168.31.1" for testing. As shown in Figure 2-6-4-3, ping test router indicates if
Gate can access it normally.

If MQTT Broker accepts the ping command, it can directly ping its IP address. If the MQTT Broker does not
accept the ping command and is still on the Internet, directly ping the 8.8.8.8 IP address. As shown in Figure

2-6-4-4, ping test indicates if Gate can access the network normally.
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Figure 2-6-4-3. Ping test router
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Figure 2-6-4-4. Ping test
(5) The setting of Gate is completed.

1.6.5. Configuration and usage of tcp PC tool

Please refer to the section "2.5.5. Configuration and usage of tcp PC tool" for the settings and usage of this
section.

1.7. Build a network through Routing ETH by WLAN

We build a network through Routing ETH by WLAN. Devices connected to the LAN interface can access the

Internet through Wi-Fi. If OpenVPN is enabled, devices on external networks can access internal devices.

1.7.1. Network topology diagram
As shown in the network topology diagram in Figure 2-7-1-1. Router accesses the Internet through WAN.
PC1 is connected to the router, Gate is connected to the router via Wi-Fi, and PC2 is connected to the LAN
interface of Gate. In this network, Gate can obtain an IP address from the router through DHCP, or manually

enter the IP address, in which case it needs to be in the same network segment as the router.
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PC1 LoRaNetGateway
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1PV4_GW:

LAN:Ethernet
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WAN:Ethernet
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PC2 IPV4:

Internet _
D IPV4_GW:
1921688.1

Figure 2-7-1-1. Network topology diagram

1.7.2. Configure the parameters of Gate for Routing ETH by WLAN
Use the WF88 configuration tool to configure the parameters of Gate for Routing ETH by WLAN. The use of
WF88 configuration tool is similar to what was described earlier. Please refer to the section "2.5.2 Configure
the parameters of Gate for MQTT".

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Router (Route
ETH by WLAN)" from the "Connection mode" drop-down list. Enter the SSID and password of the AP we
want to connect to in the "SSID Name" and "Password" editing boxes respectively, and select the "DHCP"
checkbox. If manually entering the IP address, select the corresponding IP version based on the user's
network support in the "IP Version" drop-down list, and enter the IP address in the corresponding IP version
below (IPV4_WAN/WLAN). In IPV4_LAN, input the IP address and subnet mask of the LAN interface for
Gate. In DHCP Server, input the range of dynamic IP addresses and corresponding DNS for devices

connected to the LAN interface of Gate. Finally, click the "Save" button, as shown in Figure 2-7-2-1.
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Figure 2-7-2-1. WF288 LoRaNetGateway Set configuration
(2) After the system restarts, we will see a prompt message similar to "Connection to 88:¢3:97:ce:b0:c5

i'L Close

completed" and "Sending select for 192.168.31.61", indicating that the Gate has been successfully
established a connection with the AP and obtained an IP address. If manually entering the IP address, it will
not display "Sending select for 192.168.31.61" information.

(3) PC2 connected to the LAN interface of Gate can dynamically obtain the IP address 192.168.8.2 assigned by

Gate. At this time, PC2 can access the Internet.

1.7.3. Enable OpenVPN for Routing ETH by WLAN
OpenVPN based on the “2.7.2 Configure the parameters of Gate for Routing ETH by WLAN” chapter,
allowing PC1 in the network topology to access PC2.

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. In OpenVPN, click the
"Enable" checkbox to enable OpenVPN. Then select the corresponding time zone. Because Gate needs to
calibrate according to time zones. Therefore, the Gate needs to be able to access the Internet. Finally, click

the "Save" button, as shown in Figure 2-7-3-1.
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Figure 2-7-3-1. WF288 LoRaNetGateway Set configuration

(2) After the system restarts, note a prompt message similar to "Connection to 88:¢3:97:ce:b0:¢c5 completed" and
"Sending select for 192.168.31.61", indicating that the Gate has successfully established a connection with
the AP and obtained an IP address.

(3) It is necessary to ensure that the Gate can successfully access the Internet and complete the timing in about 1
minute. If the timing is not successful, the OpenVPN client will not be able to successfully connect to Gate.

(4) Install and deploy the OpenVPN client on the Windows system on PC1.

(5) By accessing the “https://openvpn.net/community/” address, download the OpenVPN client, as shown in
Figure 2-7-3-2.
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< (@] ] openvpn.net, 3 o=

m?ﬁiijgvzfﬂ Products v  Solutions v Resources v  Partners v Community Pricing v Q Signin Book aDemo
Welcome to OpenVPN Open Source

A place where users, developers, and enthusiasts share knowledge,
solve problems and improve the OpenVPN experience.

OpenVPN open source
community edition

For Windows, installers are available with OpenVPN GUI client
software and a system service daemon. The installers are
available for Intel/AMD 64 bit, 32 bit, and ARM64.

68 Download OpenVPN-2.6.15-1001-amd64.msi

Available for: Windows 7, Windows 8, Windows 10, and Windows 11
GnuPG Signature 7 Release Notes 7

Figure 2-7-3-2. Download OpenVPN Client For Windows

(6) Follow the prompts step by step to complete the software installation.

(7) Place ca.crt, client.crt, client.key, and ta.key in the C:\Program Files\OpenVPN\config directory. These
certificate files will be placed in the OpenVPNCertificate directory corresponding to the firmware release on
Alibaba Cloud or Sharefile. Or place it in the OpenVPNCertificate directory where the firmware file is located
in the release.

(8) Create a client.ovpn configuration file in the C:\Program Files\OpenVPN\config directory, with the following
content and modify the IP address in the “remote” keyword of the configuration file to the IP address of Gate,

as shown in Figure 2-7-3-3.

client

#Protocol

proto udp

#Types of equipment in tunnel

dev tun
#The most important line: Replace with the [Public IP Address] or [Domain

Name] and [Port] of your embedded device

remote 192.168.31.61 1194
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resolv-retry infinite

nobind

#certificate verification

remote-cert-tls server

#Persistent option, keep tunnel and route after restart
persist-key

persist-tun

#Specify the file name for the certificate and key (if the file is in the
same directory as client.conf, simply write the file name)

ca ca.crt

cert client.crt

key client.key

#TLS Auth Key (Enhanced Security)
tls-auth ta.key 1

#Must match the encryption method set by the server
cipher AES-256-GCM

verb 3
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| client.ovpn - ig=E= E@
() WE(E) 15K(0) EE(V) FEI(H)
client

#Protocol
proto udp

#Types of equipment in tunnel
dev tu

#The most important line: Replace with the [Public IP Address] or [Domain Name] and [Port] of your embedded device
remote [192. 168. 31. 611194

resolv-retry infinite
nobind

Hecertificate verification
remote—cert—tls server

H#Persistent option, keep tunnel and route after restart
persist—key
persist—tun

#Specify the file name for the certificate and kev (if the file is in the same directorv as client.conf, simply write the file name)
ca ca.crt

cert client.crt

key client. key

#TLS Auth Key (Enhanced Security)
tls—auth ta.key 1

#Must match the encrvption method set by the server
cipher AES-256-GCM

verb 3

BE7iT, 887

Figure 2-7-3-3. Create a client.ovpn configuration file

(9) In the tray at the bottom right corner of the Windows system, find the client icon for OpenVPN. Right click on
the tray icon and then click "Connect" to connect with Gate. After successful connection, obtain the
10.18.0.0/24 segment IP address, as shown in Figure 2-7-3-4.
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IJ OpenVPN Connection (client) E@

|CurrentState: Connected |

Fri Oct24 19:11:59 2025 Successful ARP Flush on interface [47] {B88339A6-6CDD-4F51-9452-6AB86665BBD6} -
Fri Oct 24 19:11:59 2025 MANAGEMENT: >STATE:1761304319.ASSIGN_IP..10.18.0.2....

Fri Oct24 19:11:59 2025 IPv4 MTU setto 1500 on interface 47 using service

Fri Oct 24 19:11:59 2025 Data Channel: cipher 'AES-256-GCM', peer-id: 0

Fri Oct 24 19:11:59 2025 Timers: ping 10, ping-restart 120

Fri Oct24 19:12:04 2025 TEST ROUTES: 1/1 succeeded len=1 ret=1 a=0 u/d=up

Fri Oct 24 19:12:04 2025 MANAGEMENT: >STATE: 1761304324 ADD_ROUTES......

Fri Oct 24 19:12:04 2025 C:\Windows\system32\route.exe ADD 192.168.8.0 MASK 2552552550 10.18.0.1

Fri Oct 24 19:12:04 2025 Route addition via service succeeded

Fri Oct 24 19:12:04 2025 Initialization Sequence Completed

Fri Oct24 19:12:04 2025 MANAGEMENT: >STATE: 1761304324 CONNECTED, SUCCESS,10.18.0.2,192.168.31.61,119

m

4 1 »

| Assigned IP: 10.18.0.2 |
Bytes in: 3385 (3.3 KiB) out 10190 (10.0 KiB) OpenVPN GUI 11.55.0.0/26.14

l Disconnect ] l Reconnect Hide

Figure 2-7-3-4. OpenVPN Connection
(10) PC2 connected to the LAN interface of Gate can dynamically obtain the IP address 192.168.8.2 assigned by
Gate. At this time, PC2 can access the Internet and PC1 can ping PC2.

1.8. Build a network through Routing LAN by WAN

We build a network through Routing LAN by WAN. Devices connected to the LAN interface can access the
Internet through WAN. If OpenVPN is enabled, devices on external networks can access internal devices. If

FRR is enabled, it can implement router functionality and support OSPF routing protocol.

1.8.1. Network topology diagram
As shown in the network topology diagram in Figure 2-8-1-1. Router accesses the Internet through WAN.
PC1 is connected to the router, Gate1 is connected to the router through its WAN interface., and PC2 is

connected to the LAN interface of Gate1. Gate2 is connected to the router through its WAN interface.
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Figure 2-8-1-1. Network topology diagram

1.8.2. Configure the parameters of Gate for Routing LAN by WAN
Use the WF88 configuration tool to configure the parameters of Gate for Routing LAN by WAN. The use of

WF88 configuration tool is similar to what was described earlier. Please refer to the section "2.5.2 Configure

the parameters of Gate for MQTT".

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. Select "Router (Route

LAN by WAN)" from the "Connection mode" drop-down list. Select the corresponding IP version based on

the user's network support in the "IP Version" drop-down list and enter the IP address in the corresponding
IP version below (IPV4_WAN/WLAN). In IPV4_LAN, input the IP address and subnet mask of the LAN

interface for Gate1. Finally, click the "Save"

button, as shown in Figure 2-8-2-1.
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¥ WF88-ConfigureTool-V1.7.8 o | @ | R

pm ne w WF288LoRaNetGateway Set

= Connection mode“ROUTer’ (Route LAN by WAN]Il j LoadMaodule: |none -

SSID Name: [AC3600 Password: |12345075

Country: |Indiz IPVersion:| || P4 | A DHCP: [

1P AN LAN IPYE_\WANAYLAN
Address: 192 . 168 . . |fd00i6868i6868ii88

Metmask: | 295 . 2585 . . B4

Gateway: 192 . 168 . . |fd00:6868:6868::1

IP4_LAMN IPB_LAN
address: || 192 . 168 . B . [fd00:1234:1234::1

MNetmask: | 255 . 255 . . 64

Gateway: | . o o |

DHCP Server

‘192_168_8.2 192.168.8.254 §888

CpenyPH

TimeZone

Ensble: [~ | |(-6:00) CST Central

FRR

Enakle: [ 1111 0

Serial Fon Setting
@ Open Status -

i'L Close
# Disconnect & SerialPor

Figure 2-8-2-1. WF288 LoRaNetGateway Set configuration
(2) After the system restarts, we manually set the IP address of PC2 to 192.168.8.2, subnet mask to
255.255.255.0, gateway to 192.168.8.1, and DNS to 8.8.8.8.

(3) PC2 connected to the LAN interface of Gate1 can access the Internet.

1.8.3. Enable OpenVPN for Routing LAN by WAN
We can enable OpenVPN based on the “2.8.2 Configure the parameters of Gate for Routing LAN by WAN”
chapter, allowing PC1 in the network topology to access PC2.

(1) Click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. In OpenVPN, click the
"Enable" checkbox to enable OpenVPN. Then select the corresponding time zone. Because Gate needs to
calibrate according to time zones. Therefore, the Gate needs to be able to access the Internet. Finally, click
the "Save" button, as shown in Figure 2-8-3-1.
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¥ WF8s-ConfigureTool-V1.7.8 o | B R

¥4 WF288LoRaNetGateway Set

l¢ Connection mode:|RouTer (Route LAN by WAN) j Loadhadule: |None -

none|
SSID Marne: |AC3600 Password: |123456?8

Country: |India IFversion: |IPv4 - DHCP: [

1P AR AMLARN IPE AN ANLAN
Address: | 192 . 168 . ; [fd00.6868.6868..88

Metrmask: | 255 . 255 . . 64

Gateway: | 192 . 168 . ; [fd00:6868.:6868::1

1P LA IPE_LAN
Address: | 192 . 168 . i [fd00:1234:1234::1

MNetmask: | 295 . . . 64

Gateway: | . o o ‘

CHCP Server

|192_168.8_2 192.168.8.254 88838

OpenvFnh

TimeZone
Enable’ ¥ | Wold @ US  C Indian |(-6:00) CST Central

FRR

Enalle: [ 1.1.1.1

] Open Status —=| & Save ‘

# Disconnect & Seral Fort

Figure 2-8-3-1. WF288 LoRaNetGateway Set configuration
(2) After the system restarts, we manually set the IP address of PC2 to 192.168.8.2, subnet mask to
255.255.255.0, gateway to 192.168.8.1, and DNS to 8.8.8.8.

(3) It is necessary to ensure that the Gate1 can successfully access the Internet and complete the timing in about

Senal Port Setting

i'L Close

1 minute. If the timing is not successful, the OpenVPN client will not be able to successfully connect to
Gate1.

(4) We need to install and deploy the OpenVPN client on the Windows system on PC1.

(5) By accessing the “https://openvpn.net/community/” address, download the OpenVPN client, as shown in
Figure 2-8-3-2.
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&« O A ‘openvpn.net S o=

m OPENVPN Products v  Solutions v Resources v  Partners v Community Pricing v Q Signin Get Started for Free Book aDemo

Welcome to OpenVPN Open Source

A place where users, developers, and enthusiasts share knowledge,
solve problems and improve the OpenVPN experience.

OpenVPN open source
community edition

For Windows, installers are available with OpenVPN GUI client
software and a system service daemon. The installers are
available for Intel/AMD 64 bit, 32 bit, and ARM64.

8 Download OpenVPN-2.6.15-1001-amd64.msi

Available for: Windows 7, Windows 8, Windows 10, and Windows 11
GnuPG Signature 7 Release Notes 7

Figure 2-8-3-2. Download OpenVPN Client For Windows

(6) Follow the prompts step by step to complete the software installation.

(7) Place ca.crt, client.crt, client.key, and ta.key in the C:\Program Files\OpenVPN\config directory. These
certificate files will be placed in the OpenVPNCertificate directory corresponding to the firmware release on
Alibaba Cloud or Sharefile. Or place it in the OpenVPNCertificate directory where the firmware file is located
in the release.

(8) Create a client.ovpn configuration file in the C:\Program Files\OpenVPN\config directory, with the following
content and modify the IP address in the “remote” keyword of the configuration file to the IP address of

Gate1, as shown in Figure 2-8-3-3.

client

#Protocol

proto udp

#Types of equipment in tunnel

dev tun
#The most important line: Replace with the [Public IP Address] or [Domain

Name] and [Port] of your embedded device

remote 192.168.1.89 1194
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resolv-retry infinite

nobind

#certificate verification

remote-cert-tls server

#Persistent option, keep tunnel and route after restart
persist-key

persist-tun

#Specify the file name for the certificate and key (if the file is in the
same directory as client.conf, simply write the file name)

ca ca.crt

cert client.crt

key client.key

#TLS Auth Key (Enhanced Security)
tls-auth ta.key 1

#Must match the encryption method set by the server
cipher AES-256-GCM

verb 3
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| client.ovpn - io=E+ EI@
ZHF) FEE) BR0) JFEF(V) FHEIH)

klient b
#Protocol

proto udp

#Types of equipment in tunnel
dev tun

#The most important line: Replace with the [Public IP Address] or [Domain Name] and [Port] of vour embedded device
remote [192. 168. 1. 89| 1194

resolv-retry infinite
nohind

dcertificate verification
remote—cert—tls server

H#Persistent option, keep tunnel and route after restart
persist—key
persist—tun

#Specify the file name for the certificate and key (if the file is in the same directory as client.conf, simply write the file name)
ca ca.crt

cert client.crt

kev client. kev

HTLS Auth Kev (Enhanced Security)
tls—auth ta.key 1

#Must match the encryption method set by the server
cipher AES-256-GCM

verb 3

#|liT, &7

Figure 2-8-3-3. Create a client.ovpn configuration file

(9) In the tray at the bottom right corner of the Windows system, find the client icon for OpenVPN. Right click on

the tray icon and then click "Connect" to connect with Gate1. After a successful connection, obtain the
10.18.0.0/24 segment IP address, as shown in Figure 2-8-3-4.
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IJ OpenVPN Connection (client) E@

|CurrentState: Connected |

Sat Oct 25 16:54:00 2025 Successful ARP Flush on interface [47] {B88339A6-6CDD-4F51-9452-6AB866656BD6} -
Sat Oct 25 16:54:00 2025 MANAGEMENT: »STATE: 1761382440, ASSIGN_IP..10.18.0.2....

Sat Oct25 16:54:00 2025 IPv4 MTU setto 1500 on interface 47 using service

Sat Oct 25 16:54:00 2025 Data Channel: cipher 'AES-256-GCM', peer-id: 0

Sat Oct 25 16:54:00 2025 Timers: ping 10, ping-restart 120

Sat Oct25 16:54:05 2025 TEST ROUTES: 1/1 succeeded len=1ret=1 a=0 u/d=up

Sat Oct 25 16:54:05 2025 MANAGEMENT: »STATE: 1761382445 ADD_ROUTES......

Sat Oct25 16:54:05 2025 C:\Windows\system32\route.exe ADD 192.168.5.0 MASK 255.255.255.0 10.18.0.1

Sat Oct 25 16:54:05 2025 Route addition via service succeeded

Sat Oct 25 16:54:05 2025 Initialization Sequence Completed

Sat Oct 25 16:54:05 2025 MANAGEMENT: »STATE: 1761382445 CONNECTED,SUCCESS,10.18.0.2192.168.1.89.11%

m

4 11 »

|Assigned IP: 10.18.0.2
Bytes in: 359903 (351.5 KiB) out 650764 (635.5 KiB) OpenVPN GUI 11.55.0.0/26.14

l Disconnect ] l Reconnect Hide

Figure 2-8-3-4. OpenVPN Connection
(10) PC2 connected to the LAN interface of Gate1 can access the Internet and PC1 can ping PC2.

1.8.4. Enable FRR for Routing LAN by WAN
Enable FRR based on the “2.8.3 Enable OpenVPN for Routing LAN by WAN” chapter, allowing Gate1 and
Gate2 to mutually learn routing through OSPF routing protocol.

(1) To Gate1, click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. In FRR, click
the "Enable" checkbox to enable FRR. In the "RouterID" editing box, enter the ID of the router in the format
of IPV4. RouterIDs in the same network segment cannot be duplicated. Set it to 1.1.1.2. Enter 0 in the
"WANArea" edit box. Enter 0 in the "LANArea" edit box. Finally, click the "Save" button, as shown in Figure
2-8-4-1.
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d Connection mude:|ROUTer [Route LAN by WaN)

B

SSID Name: [AC3600

Country: |India

1P An A LAN

LoadMaodule: [NONE -

Passward: |1 2345678

IPversian: |IPY4 -

IPE_ AR A LAN

DHCR: [

168 . |fd00:6868:6868::88

’647

|fd00:6868:6868::1

Address: | 192 .

Netmask: | 255 . 255 .

Gateway: | 192 . 168 .

1P 4_LAN
Address: | 192 .

IPE_LAN

168 . |fd00:]234:]234::]

’647

Gatewany: | . . . |

MNetmask: | 2595 .

DHCF Server
[192.168.8.2

OpenyFN

192.168.8.254

8888

TimeZone
" Warld

Enable: [¢ ®Us O indian |(-6:00) CST Central

FRR

Ensble: [ RouterD: |1.1.1.2

WhaNAea: |0

LiMArea: [0
& Sawve ‘

Serial Port Setting
@ Open Status -=

# Disconnect

] Close ‘ =
ol e‘ . Cloze

& SeralFort

Figure 2-8-4-1. WF288 LoRaNetGateway1 Set configuration

(2) After the system restarts, we can refer to chapters “2.8.2” and “2.8.3” for parameter settings of Gate2. If
enable OpenVPN on Gate2 is not needed, disable OpenVPN.

(3) To Gate2, click the "Mesh Set" button to bring up the "WF288 LoRaNetGateway Set" dialog box. In FRR, click
the "Enable" checkbox to enable FRR. In the "RouterID" editing box, enter the ID of the router in the format
of IPV4. RouterIDs in the same network segment cannot be duplicated. We set it to 1.1.1.1. Enter 0 in the
"WANArea" edit box. Enter 0 in the "LANArea" edit box. Finally, click the "Save" button, as shown in Figure
2-8-4-2.
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W WF88-ConfigureTool-V1.7.8 o || B R

¥ WF288LoRaNetGateway Set

Connection mode”ROUTer {Route LAN by WAN) | j LoadModule: |none -

SSID Name: [AC3600 Password: |1 2545675

Country: |India IP\/ersiDn:- - DHCP: [

1P AN AR AR IPAE_ AN ANLAR
Address: | 192 . 168 ; |fd00-6868.6868. 88

Metrnask: ‘ 259 . . . 64

Gatewsy: | 192 . 168 . 1 . [fd00:6868:6868::1

P 4_LAN
Addhess: | 192 . 168 . 8 . [fd00:1234:1234:1

MNetmask: ‘ 255 . . . G4

Gatewany: ‘ . 5 o |

DHCF Server

‘192_168_8_2 192.168.8.2564 8888

OpenvPH

TimeZone
Ensble' ¥ | wold @ US ( Indian  |(-6:00) CST Central

FRF:

Enable: [v  RouterlD: 1.1.1.1 WanArea: [0 LANArea: [0
Serial Port Setting

] Open Status -| | ¢ Save | l=_L Close ‘ -
Hl Close
# Disconnect & Senal Fort T ' T T T

Figure 2-8-4-2. WF288 LoRaNetGateway2 Set configuration

(4) After the system restarts, use the vtysh -¢ "show ip ospf neighbor" command to check the neighbor status,
which should show the FULL status.

(5) To Gate1, its IP address is 192.168.1.89, and it can be seen that Gate2's RouterID is 1.1.1.1, as shown in
Figure 2-8-4-3.

[root@Ingenic-g1 1:~]# ifconfig ethe
Link encap:Ethernet HWaddr
inet addr:/192.168 89| Bca . Mask:255.255.255.0
inet6 add Pe 9:9f00:22:8 :fe30:9c98/64 Scope:Global
inet6 addr: 22:8 :fe30:9c98/64 Scope:Link
UP BROADC MTU: 1500 Metric:1
RX packet 2k ) g ped: 603 overruns:0 frame:0Q
TX packet re ) dropped:0 overruns:0 carrier:0
collision txqueuelen: 1000
RX bytes:56881 (55.5 K1B) TX bytes:9793 (9.5 KiB)

[root@Ingenic-gl 1:~]#
[root@Ingenic-g1 1:~]# vtysh -c "show ip ospf neighbor"

Neighbor ID Pri State Dead Tume Addr Interface RXmtL RgstL DBsmL
LA 1 Full/DR 38.205s 1 etho 1 0 0 0
[root@Ingenic-gl 1:~]#

Figure 2-8-4-3. OSPF Neighbor of WF288 LoRaNetGateway1
(6) To Gate2, its IP address is 192.168.1.88, and it can be seen that Gate1's RouterID is 1.1.1.2, as shown in
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Figure 2-8-4-4.

[root@Ingenic-gl_1:~]#
[root@Ingenic-gl_1:~]# ifconfig etho

etho Link enca thernet HWaddr 2 C
inet addr 1 Bcas Mask:255.255.255.0

inet6 addr e 3:3f9:9f0 1cOf a:f32c/64 Scope:Global
lnet6 addr: fe80::2c6a:cOff:fed: /64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:4355 :0 dropped:2527 overruns:@ frame:0

TX packets:639 e :0 dropped:0 overruns:0 carrier:0

collistion txqueuelen: 1000

RX bytes:284374 (277.7 KiB) TX bytes:58210 (56.8 KiB)

[root@Ingenic-gl_1:~]#
[root@Ingenic-g1_1:~]# vtysh -c "show ip ospf neighbor"

RXmtL RgstL DBsmL
0 0 0

Neighbor ID Pri State Dead Time Addr Interface
.3l 1 Full/Backup 31.250s 1 C etho:
[root@Ingenic-gl 1:~]#

Figure 2-8-4-4. OSPF Neighbor of WF288 LoRaNetGateway?2
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